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Pref ace

When [ first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitches to interconnect nodes and boy did it Scal
If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with UD and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including vSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit i it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper
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11l ntroducti on

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment i Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usabilities, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas,con c e pt s darb s§bismgn kimplyinean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

It is not just for networking, EVE can be used to test software in simulated networks, test out
security vulnerabilities of any kind, system engineering like LDAP and AD servers and many
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short and long-term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 16.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. Almost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However with the free version, the possibility to train yourself with technologies, hone your skills
and become an expert even with very no monetary possibilities. For some this is and has been
life changing.
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2 System requirements

EVE-NG is available in the OVA or ISO file format. The Open Virtual Appliance (OVA) format
is an archive (TAR) which packages disks and configuration files that are used to describe a
virtual machine. It can be used to deploy a VM in hypervisors like VMware Workstation, Player
and ESXi. Please note that installing EVE as a Virtual Machine (VM) will mean any nodes
deployed within EVE will be nested. Nested virtualization causes degraded performance in
deployed nodes. This should be fine for lab purposes as long as the host meets or exceeds the
resource requirements for the deployed nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the

provided ISOimage. Thi s is referred to as a fibare metal 0 i nst
method of installing EVE-NG.

2.1 Hardware requirements

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operating System: Windows 7, 8, 10 or Linux Desktop
VMware Workstation 12.5 or later

VMware Player 12.5 or later

PC/Laptop HW requirements
CPU Intel i5/i7 (4 Logical processors), Enabled Intel virtualization
in BIOS
RAM 8Gb
HDD Space 40Ghb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 4/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 6Gb or more
HDD 40Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal PC Desktop/Laptop will be able to run small Labs. The performance and quantity
of nodes per lab depend on the types of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 40-50 nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab
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2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operation System: Windows 7, 8, 10 or Linux Desktop
VMware Workstation 12.5 or later

VW Ware Player 12.5 or later

PC/Laptop HW requirements
CPU Intel i7 (8 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 200Ghb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 8/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 24Gb or more
HDD 200Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and quantity
of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vlOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: ESXi 6.0 or later

Server HW requirements
CPU Recommended CPU 2x Intel E5-2650v3 (40 Logical processors)
or better supporting Intel® VT-x with Extended Page Tables
(EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Thb
Network LAN Ethernet
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EVE Virtual machine requirements
CPU 32/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 64Gb or more
HDD 800Gb or more
Network vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 16.04.4 LTS x64

Server HW requirements
CPU Recommended CPU Intel E5-2650v3 (40 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Th
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

Itis recommended to uset h eodd$ per lab calculatoroto achieve best performance and avoid
overloading your EVE system.

https://docs.google.com/spreadsheets/d/1J6JIXHcid A661grBOu73riFOeocHPhGHIi9iJb1zIOp
E/edit#qgid=0

2.2 Supported virtualization platforms and software
T VMware Workstation 12.5 or later
1 VMware Player 12.5 or later

1 VMware ESXi 6.0 or later
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1 Ubuntu Server 16.04 LTS as platform for bare metal

2.3 Unsupported hardware and systems
The following are currently not supported:

1 AMD CPU based PC or Server

9 VirtualBox virtualization

71 Citrix XenServer

1 Microsoft HyperV

1 Ubuntu 17.X or 18.x as platform

!& Warning: Using VMware vMotion or upgrading ESXi to the next version can break the
structure of your EVE VM which may cause the license to become invalid.

Page 13 of 197 ©EVE-NG LTD



eve EVE-NG Professional Cookbook

Emulated Virtual Environment
Next Generation

3l nstall ati on

3.1 VMware Workstation or VM Player

3.1.1 VMware workstation EVE VM installation using ISO image
(preferred)

Download EVE-NG Professional 1ISO distribution image:
http://www.eve-ng.net/downloads/eve-ng

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine Step2:Sel ect A lthewpedating i n
system | atero
Mew Virtual Machine Wizard x Mew Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating

Welcome to the New Virtual system. How will you install the guest operating system?
Machine Wizard Instal from:
() Installer disc:
What type of configuration do you want? =
1 4 — DVD RW Drive (D:) v
__ (®) Typical (recommended)
WORKSTATION Create a Workstation 14.x virtual maching
§ in a few easy steps.

() Installer discimage file {isa):

(O Custom (advanced) G: \Install\Linux finuxmint-16-cinnamon-dvd-32bit.iso Browse...
Create a virtual machine with advanced
options, such as a SCSI controller type,

‘ wvirtual disk type and compatibility with
older VMware products. (®) I will install the operating system later,

The virtual machine wil be created with a blank hard disk.

Help < Back Cancel Help <Back | | Next > | | Cancel
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Step 3: Select a Guest Operating system:
Linux and select the version: Ubuntu 64-bit

Mew Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(O Microsoft Windows
(®) Linux

() Novel NetWare
() solaris

(O yMware ESX

(O Other

Version

Ubuntu 64-bit ~

< Back Cancel

Help

Step 4: Enter the name for your EVE-PRO
VM and select Location where your EVE
VM will be stored on the host PC.

Mew Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Wirtual machine name:

| EVE-PRO |
Location:
[ GH\EvE_PRO-VM | [orowse...
The default location can be changed at Edit > Preferences.
< Back Mext > Cancel

Step 5: Type your desirable HDD size and
select AStore virtual

Mew Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximurn disk size (GB): 200 =

Recommended size for Ubuntu 64-bit: 20 GB

(®) Store virtual disk as a single file
(D) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce perfarmance with very large disks.

< Back Cancel

Help

Step 6: Press Customize Hardware

MNew Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit,

The virtual machine will be created with the following settings:

Mame:; EVE-PRO -
Location: G:\EVE_PRO-VM

Version: Workstation 14.x

Operating System: Ubuntu 64-bit

Hard Disk: 200 GB

Memory: 1024 MB

Metwork Adapter: MAT

Other Devices: CD/DVD, USE Controller, Printer, Sound Card hd

Customize Hardware. V

< Back Cancel
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Step 7: Assign desirable memory

Add. Remove

Hardware X
Device Summary Memory
Specify the amount of memory alocated to this virtual
Memory 1G8 machine. The memory size must be 2 multiple of 4 MB.
[dProcessors 1
) New CD/DVD (SATA)  Auto detect Memory for this virtual machine: | 16384 [ = M8
B Network Adapter NAT
Us8 Controller Present .
€ sound Card Auto detect ee a
& Printer Present e @
Soispay Auto detect £1=3 @ Maximum recommended memory
sce (Memory swapping may
ree occur beyond this size.)
. q BoG
s12ME
@ Recommended memary
256 e
168
28 ME
sME 0 Guest OS recommended minimum
2ME 512MB
151
sME
4ME
i) The virtual machine willuse up to 768 MB of this memory
for graphics memory. You can change this amount in the
Display settings page.

Step 8: Set Processors iNumber of
processorsoand fi Nmber of cores per
processora Set Intel VT-x/EPT Virtualization
engine to ON (checked).

NOTE: VMware Player will display only one
CPU option: Number of processors.

I\ NOTE: Plan your EVE CPU settings.
After your EVE license has been received,
only the MNumber of processorsd0 s et t
may be changed. C h a n g Camneg pefi
socketoafter a license request has been
completed can cause EVE license issues

Hardware x
Device Summary Frocessors
- ermory s Number of processors: 8 2
[ Processors 8 Number of cores per processor: |1 -
“JNew CO/DVD (SATA)  Auto detect Total processor cores: 5
Wetnork Adapter  NAT
S8 Contraller Present Virtualization engine
) Sound Card Auto detect
@) sound Car ko deted Virtualize Intel VT-/EPT or AMD-V/RVI
& Printer Present
Bosay Auto detect Virtualize CPU performance counters
[ virtualize T0MMU (10 memory management unit)
Add, Remove

Step 9a: Select your desirable Network
Adapter. Laptop PC

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID

Step 9b: Select your desirable Network
Adapter. Desktop PC

NOTE: Desktop PC EVE management
interface can be either NAT or Bridged to
home LAN subnet.
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Hardware

Laptop or Desktop PC

Device

i emory
[ Processars

B Controller

Summary
1668
8

- CD/DVD (SATA)  Auto detect

L Network Adapter NAT

Present

@) sound Card Auto detect
c=hprinter present
Hpisplay Auto detect
Add... Remove

Device status
Connected
Connect at power on
Network connection
O Bridged: Connected directly to the physical netwark
Repiicate physical network connection state
(@ NAT: Used to share the host's IP address

O Host-only: A private netwark shared with the host
O Custom: Spedific virtual network

Vet

O LAN segment:

LAN Segments.... | | Advanced...

Hardware

Desktop PC

Device Summary
B vemory 1568
[ processors 8

“JNew CO/DVD (SATA)  Auto detect

[ Network Adapter Bridged (Automatic)
Us8 Contrallr Present
&) sound card Auto detect
(=hprinter Present

B pisplay Auto detect

Add... Remove

Device status
Connected
Connect at pawer on

Network connection
(@ Bridged: Connected directly to the physical netwark

[[Ireplicate physical network connection state
(C)NAT: Used to share the host's I address.
() Host-only: A private network shared with the host
(O Custom: Specific virtual network

VMnetd

O LAN segment:

LAN Segments... | | Advanced...

file

Hardware
Device Summary
I emory 1668
[ Processors E
) New CD/DVD (SATA)  Auto detect
EENetnork Adapter NAT
USB Contraler Present
@) Sound Card Auto detect
Sprinter Present
M pisplay Auto detect

Add... Remave

Step 10: Select CD/DVD Option: fuse ISO
image file.0Browse to your downloaded
EVE-PRO.iso (actual name can be different)

Device status
Comnected
Comnect at power on

Comnection
(O Use physical drive:
Auta detect
(@ Use 15O image fle:

G:\EVE-NG\EVE-PRO.iso ~| [Browsez

Advanced...

Close Help

Step 11: Confirm VM Settings.

3.1.1.2 EVE-NG VM Installation steps

A Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE 1SO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping

www.google.com

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)
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Step 1: Power ON EVE VM. Chose English
and confirm with Enter.

Step 2: Besurethatiil nst al | EV

is highlighted. Confirm with Enter.

[ EVE-PRO

Language
MakeaoHCK
HMalayalam
Harathi
Burmese
Nepall
Nederlands
Narsk bokmél
Narsk nynorsk
Punjabi (Burmukhi)
Polski
Portugués do Brasil
Portugués
Romana
Pycokii
Samegillii

B e
Sloventina
Slovenstina
shaip

Cpnckn

Amharic
fArabic
fAsturianu
Benapyckan
Brarapcku
Bengali
Tihetan
Bosanski
Catald
Cestina
Dansk
Deutsch
Dzongkha
EAMWLKG

Tamil
Sean
Thai
Tagalog
Tirkce
Uyghur
yipaiHCbKa
Tidng viét
FRIZ(E] )
7 (2EER)

Francais
Gaeilge
Galego
Gujarati
iy
Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Ttaliano
BAE
Jobmygmo
Kasak
Khmer

E Rl

B=0

Esperantn
Espafiol
Eesti
Euskara

s Lietuviskai

FL Help F2 bility F6 Other Options

{0} Home

[ EVE-PRO

ubuntu®

Fi Help F2 La

ility F6 Othe

Step 3: Make sure that English is selected
and confirm with Enter.

Home EVE-PRO

Choose the language 1o be used for the installation process. The selected language will
also be the default language for the installed system.

Language:

c - No localization
#lbanian - shaip

Arabic s
fisturian - fsturdany
Basnue - Euskars

- Benapycxan
- Bosanski

= BRAMApCEM

Belarusian

Bosnlan

Bulgarian

Catalan

Chinese (simplified)
Chinese iTraditional) -
Croat fan

Czech

Danish

Dutch

ngl ish

Esperanta

Estonian

Finnish

French

galician

Greek

- EMAULKE

<Bo Back>

s: <Enter> activate

Step 4: You can select your own Location,
or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter.

2 rome EVE-PRO

T'\a selected location will be used to set ime zone and also for examle to help

L
elect the system locale. Wormally this should be the country where wou live

This is a shortlist of lDDstmr\s based on the language you selected. Choose “other” if
your location is not lis

Country, territory or area:

fintigua and Barbuda
Australls

<60 Back>

Step 5: DHCP ENABLED, EVEs hostname
by default is eve-ng. You can change it if

you wish. Using the Tab key select continue
and confirm with Enter. Continue to Step 14

Step 6: DHCP DISABLED/Static IP setup. If
you have not enabled DHCP in the network,
you must assign an IP address manually.
Confirm Continue with Enter.
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[1] conflgure the netuork

Please enter the hostname for this sustem. i

1] Contigure the netuork

The hostnane is a single word that identifies your System to the netuwork. If you don't
know uhat your hostname should be, consult your netuork adninistrator. If you are setting
up your oun home netuork, you can make something up here.

Network sutoconf iguration failed
Your network is probably not using the DHCF protacol. Alternatively, the DHCP server may
be slow or some netsork harduare 15 nOt working properly.

Hostname:

<0 Back> <Continuer

ection
Ent er

sel
t h

Step7:Confirm
manuall yo wi

Step 8: Enter your desirable EVE
management IP, using the Tab key select
AiContinued and conf i

[11] Configure the network

From here you can choose 10 retry DHOF network autocontiguration (shich may succeed 1f
uour DHCP server tskes @ long time to respond) or to configure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCF network autoconfiguration with a hostname that uou provide.

Contlgure the netuork
The IF address is unigue to your computer and mey be:
Wetuork configuration method: * four nunbers separated by periods (IPvd);
* blocks of hexadecimel characters separated by colons (IPv6).
Retry netwark autaconf iguration o
wuration with o DHCP hostname You can also optionally append a CIDR netmask (such as "/24")

1f you don’t know what to use here, consult your network administrator.

ally
etwork at this time

1P address:
L B —

<Bo Backy

<Bo Backy

Enters activates buttons

Step 9: Enter your subnet mask, using the
Tabkeys el ect fAConti nuecd
Enter

Step 10: Enter your Gateway IP, using the
Tabkeysel ect fAConti nued
Enter
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1 (11] Configure the network

The gateway is an IF address (four numbers separated by perlods) that indicates the
ALL traffic that goes outside uour LAN

The netmask is used to determine which machines are local to uour network. Comsult uour
network administrator if you do not know the value. The netmask should be entered as R e R i o) 178 CE N e
four numbers separated by perlods. (for instance, ta the Internet) is sent through this router. In rare circumstances, you

may have no router; in that case, you can leave this blank. If you don't know the proper
=R answer to this guestlon, consult your network adminlstrator.

S e —— Gateusy

<Cont inue

<o Backs
<60 Back>

Step 11: IMPORTANT. The name server Step 12: EVEs hostname by default is eve-
must be able to resolve public DNS entries ng. It can be changed if you wish, using the
and will be used during the next install Tab key select continue and confirm with
steps. Enter your name server IP, using the | Enter

Tabkeysel ect AContinued;y

Enter

{7} Home

(75 evE-pRO

1 Canfigure the networ
Flease enter the hostname for this system.
The hostname is & single word that identifies uour sustem to the netuork. If you don't
Know what your hostname should be, consult your netuork administrator. If you are setting
[11] Gonflzure the networy up your own home netuork, you can meke something up here,
Hostnane:

<cont inue>

The name servers are used to look up host names on the network. Please enter the IP
addresses (not host names) of up 10 3 name Servers, separated by spaces. 0o not use
commas. The first name server In the 1ist wlll be the first to be queried. If you don't
wsnt to Use any name server, just leave this field blank.

G0 Back>

Name server addresses:

<Go Backy

ter> actlvates buttons
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Step 13: Enter your networks domain name.
You are free to use anything you like, for
example: eve-ng.net

Using the Tab key select continue and
confirm with Enter

The domzin nese is the part of your Internet address to the right of uour host name, It
is often sonething that ends in .com, .net, .edu, or .org. If you are setting up a home

network, 4ou can make something up, but make sure you use the same domaln name on all
uour computers.

Domaln name:

<Go Backy

Step 14: If your DNS IP settings are correct,
Ubuntu will detect your location automatically
by connecting to Ubuntu servers. Confirm
with Enter.

Based on your present physical locatlon, your tlme zome is EuropesLondon.
If this is not correct, you mey select from a full list of time zones instead.
Is this tine zone correct?

<60 Back> BB o

s: <Enter> activates buttons

Step 15: If you have a proxy in use for your
internet access, enter your network proxy
settings. If no proxy is used, select Continue
with the Tab key and confirm with Enter.

[1) Conflgure the package manager

If you need to use a HTTP proxu to access the outside world, enter the proxy information
Lank.

here. Otherwise, leave this blank.

The proky Informatlon should be glven in the standard form of
1

"nttp:// [ luser] [:pass]nhost [zport] /",
HTTP proxy information (blank for none):
e ——

<60 Backy <Continue>

Step 16: Select no automatic updates and
confirm with Enter. Security updates can later
be run manually from EVE cli.

1] Conflguring tasksel
Roplylng updates on & frequent basis ls an important part of keeping your system secure.

By default, updates need to be applied menually using package menagement tools.
Alternatively, uou can chonse to have this sustem automstically downlosd and install
security updates, or uou can choose to menage this sustem over the web as part of a group
of systems using Canonical's Landscape service.

How do you want to menage upgrades on this system?
bio automatic updates

Install security updates automatically
Manage systen with Landscape

EVE VM Installation Phase 2 (EVE installation)

Step 17: After the iFi ni sh t he
screen appeared, DO NOT remove CD ISO
from the VM or hit Enter continue. First we
have to verify that EVE is ready for the
installation phase 2.

Step 18: Without powering off your EVE VM,
open the EVE VM settings and make sure
that CD/DVD ISO fDevice status connectedd
and fConnect at power ond is checked.
Confirm with OK.
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Installation comelete
50 it is time 1o boot into uour new system. Make sure to remve
the installation media (CO-ROM, floppies), so that uou boot into the mew sustem rather
than restarting the installation.

Installation is complete,

<B0 BaCky

Herdware  Options

Device Summary Device status
8 emory 156 FAcomected
[ processors s Connect at poner an
2 Hard Disk (5Cs1) 0068
&) CD/DVD (SATA) Using file G:\EVE-NG\EVE-PRO.iso Connection
Network Adapter NAT Ouse physical drive:
a2
Buscorde preen Aot
=printer Present @Use 150 image fie:
Wpisplay Auto detect _G EVENG EVE-PRO.is0 v || Browse
Advanced...
t
Ad... Remove
oK Cancel Help

Step 19: Return to the EVE console screen
and continue with Enter, the EVE VM will
reboot and finish the installation phase 2

Step 20: Once the EVE login screen appears,
login to the CLI with root/eve and continue
with installation phase 3

vE-PRO

Installat lon comolete
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media (CO-ROM, floppies), so that you boot into the new sustem rather
than restarting the installation.

<60 Back>

Qome

FievepRO

Eve-NG (default root passuord is 'eve’)
Use http:/,192.168.217.129/

eve-ng login:

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 21: Setup EVEs Management IP
address. A Static IP address setup is
preferred.

Follow steps in section [1:

3.4.1 for static IP, 3.4.2 for DHCP IP

Step 22: After your EVE is rebooted,
Login to the EVE CLI and type:

apt update
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Step 23: After update, Step 22 is completed,
continue by typing:

apt install eve - ng- dockers

It can take some time depending on your
Internet connection speed.

Step 24: After Step 23 is completed and EVE
CLI prompt back to cli,

Reboot EVE with type:

r eboot

Step 25: Proceed to section 4 fi Btain EVE-NG Professional licensed

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 16

3.1.2 VMware workstation OVA deployment

Download EVE-NG Professional OVA image:
http://www.eve-ng.net/downloads/eve-ng

3.1.2.1 Deployment and VM machine settings

Step 1: VMware workstation or VM Player,
Menu File/Open

WORKSTATICN 14

+ C3 ®

Cresea Cpmna Vitual Comecttoa
g Macrine

Ramets Sarver

4

Step 2: Browse your downloaded EVE-
PRO.OVA file, followed by Open
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Step 3: Browse your desired EVE VM store
destination followed by Import

WORKSTATION 14

-

Import Virtual Machine X

Connect to a

‘Store the new Virtual Machine ual
i Remote Server

Provide a name and local storage path for the new
virtual machine.
Name for the new vir tual machine:

[pErrOAM-20.420 |

Storage path for the new virtual machine:
‘ Gr\EVE-PRO-OVA

| o=

Help Import: Cancel

Step 4: Open your EVE VM Settings and set
the desired RAM.

Fome

PRD- 2020

EVE-PRO-VM-2.0.4-20

vemery
‘Specty the amaunt of menory aocted s th winal
machne, The memory sz mst be s e of 4N,

Memory fr e vt machne: | 155543 1g

Step 5: IMPORTANT Set CPU Number of
Cores and number of cores per processor.
Set Intel VT-X/EPT Virtualization engine to
ON (checked).

NOTE: VMware Player will display only one
CPU option: Number of processors.

A\ NOTE: Plan your EVE CPU settings.

After EVE |icense is
Coreso settings can |
fiCores per socket o af
has been completed can cause EVE license

issues

Virtual Machine Settings X

Herdnare  Options

Processors
Device Summary
emory se Number of processors: s -
[ processors 8 Number of cores per processor: |1 ~
rard Disk (5C51) e Total processar cores: 8
Foetwork Adapter Bridged (Automatic)
(& use controler Present Urtusizaton engine
Blicpia Lmoritor
oepay [1Virtualize Intel VT-</EPT or AMD-V/RVE
[virtualize CPU performance counters
Add... Remove

Cancel Help

Step 6: Laptop PC Select your desirable
Network Adapter.

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID.

Hardware Laptop or Desktop PC X

Device summary Device status
- Memory 1568 Connected
[ Processors 3 Connect at power on
JNew CD/DVD (SATA) _ Auto detect
L Network Adapter NAT Network connection
USB Controller Present O Bridged: Connected directly to the physical network
@) Sound Card Auta detect Repicate physical network connection state
iPrinter Present
Bpisplay Auto detect (®) NAT: Used to share the host's IP address

() Host-only: A private network shared with the host

O Custom: Specific virtual network

VMnetd
(O LAN segment:
LaN segments.... | | Advanced...
Add, Remove

Help
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Step 7: Desktop PC Select your desirable Step 8: Power ON your EVE VM and follow

Network Adapter. Management IP setup instructions described
in section 3.4.1 for Static IP or 3.4.2 for
NOTE: Desktop PC EVE management DHCP IP.

interface can be either NAT or Bridged to
home LAN subnet.

Dasktop PC x

(O NAT: Used to share the hosts IP address
(O Host-only: A private network shared with the host
(O Custom: Spedific virtual netwark

VMnetd
(CJLAN segment:

LAN Segments... | | Advanced...

el

Step 9: Proceed to section 4 fObtain EVE-NG Professional licenseo

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

3.1.2.2 OVA VM update to the latest EVE version

Step 9: Make sure if your EVE OVA VM is up to date to the newest EVE version.
Follow the steps described in section 5.
3.1.2.3 OVA VM HDD Size expansion

A\ IMPORTANT NOTE: DO NOT expand the current EVE OVA HDD. To expand your EVE
system size, please follow Troubleshooting section 15.2

3.2 VMware ESXi

3.2.1 VMware ESXi EVE installation using ISO image (preferred)

Download EVE-NG Professional ISO installation image:
http://www.eve-ng.net/downloads/eve-ng
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3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 2: Create NEW VM

Step 1: Upload EVE I1SO image to the ESXi
store.

Select creation type
Hom would you e o crate 3 Wit Machin’

Step 4: Select Location where your EVE VM

Step 3: Enter the name for your EVE-PRO
will be stored in HDD.

VM and select Guest Operating system
Linux and version: Ubuntu 64-bit

Select a name and guest OS
o name and 05

Cancsl
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